SOCIAL ENGINEER

ON THE SILVER SCREEN

‘ Or role in a convoluted talg

fricd Keyser Soze. Spacey’s charzg
J a US Customs agent capture Soze throug
It is revealed at the end of the Im, oy
character is Sozeaad
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Mat Honan is a senior editor for Wired.com, and a former senior reporter for Gizmodo.
In the summer of 2012, he was targeted by a group of hackers due to his three letter
personal Twitter account, and his connection to Gizmodo’s Twitter account. Below are
the steps that the attackers took to acquire the accounts and keep Mat from interfering
with the process, as well as the rami cations on Mat’s personal life and the larger
industry-wide implications.
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Since Mat’s accounts were linked together, getting into his Amazon account led to retrieving his
Apple ID account, which facilitated access to Gmail, which then got the attackers access to Twitter.
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If Mat had used two-factor authentication for his Google account it may have prevented the
whole ordeal, since the attackers would have seen that two-factor was enabled and perhaps
moved on to an easier target.
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The worst part of the attack was that when Mat’s Apple ID account was broken into,
the attackers remotely erased his iPhone, iPad and MacBook simply to prevent
him from slowing down their e orts.
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The most unfortunate part of the ordeal was that Mat
did not backup his data from his laptop — losing photos,
emails, and documents that were not archived
anywhere else. He has deep regrets about that,

and no one to blame but himself.
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The attackers erased his
devices and deleted his Google
account, which prevented Mat
from regaining access. These
losses were collateral damage
in the e ort to keep
Mat from interfering
while they achieved
their goal.
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The largest casualty for Mat
included irreplaceable family
pictures, photos of his child’s rst
year, and relatives who have since
passed on. These assets weren't

Q even the targets, and neither were
N e ) the eight years of messages
Q/‘/ stored in his Gmail account.
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Amazon tech support gave the attackers access to a
' piece of information his partial credit card number

that Apple used to release information over the phone.
With that information Apple tech support gave the
attackers access to Mat's iCloud account.
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“In short, the very four digits that Amazon considers unimportant enough to
display in the clear on the web are precisely the same ones that Apple considers
secure enough to perform identity veri cation.” Matt Honan via Wired.com
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“The disconnect exposes aws in data management policies endemic to the entire technology
industry, and points to a looming nightmare as we enter the era of cloud computing and
connected devices.” Matt Honan via Wired.com

As part of an on stage competition
at the 2012 Defcon hacking conference, a
contestant managed to extract 75 pieces of -
information from a manager at a branch

o ce of a large retail chain by posing as a
representative from their home o ce. The
retail chain took the information in order to
shore up their security weaknesses , and
the contestant took home rst prize in

the competition
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A horrifying example of how far out

of the norm some people will go when
faced with the prospect of an authority

gure: managers of a fast food restaurant

were convinced to subject a young female ‘
employee to a humiliating strip search 0)Y;
a man on the phone posing as a police

o cer . This appeared to be only one of
many such cruel incidents.

As part of a

awareness training exercise

for a large nancial services rm,
one took the old fashioned direct route.

They wrote a |€tter claiming to be
from corporate information security
describing social engineering, and how to avoid it.
The letter then asked for personal details

to verify data in their new system they are upgrading.

1200 etters were mailed,
representing 300/(5)f the workforce.

280/0 of letter recipients responded.
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No one can resista firefighter in uniform
In fact, a re inspectionisa COMIMON requirement
for all business types and a re inspector cannot
be denied access to a building.

A convincing re inspector, witha badge anda
blaring radio , is one of the MOSt successful
FUSEeS used by security rms and attackers alike.
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